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Design and deploy privacy-first ML workflows across hospitals, labs, and devices. This module
covers the federated learning (FL) stack—algorithms, systems, and privacy tech—so you can
collaborate on biomedical models without centralizing sensitive data. You will implement secure
training, evaluate privacy/utility trade-offs, and generate compliance-ready artifacts.
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S e s s i o n  I n d e x

Session 1 — FL Foundations & System Design Session 2 — Algorithms, Non-IID & Personalization

Session 3 — Privacy Tech: DP, Secure Agg, HE/MPC Session 4 — Mini Capstone: Secure FL

Pipeline
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FL Foundations & System Design

Federated learning settings & topologies

c r o s s - s i l o  /  c r o s s - d e v i c e  h o r i z o n t a l  /  v e r t i c a l  /

h y b r i d  o r c h e s t r a t i o n  &  m e s s a g i n g

Frameworks & tooling

T e n s o r F l o w  F e d e r a t e d  F l o w e r  /  F e d M L  P y S y f t

Federated & Privacy Preserving Biomedical ML — Hands-
on
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Systems concerns

c l i e n t  r e l i a b i l i t y  &  d r o p o u t  c o m m u n i c a t i o n  e f f i c i e n c y

m o n i t o r i n g  &  l o g g i n g
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Algorithms, Non-IID & Personalization

Optimization and aggregators

F e d A v g  /  F e d P r o x  F e d A d a m  /  S c a f f o l d  a d a p t i v e  c l i e n t

s e l e c t i o n

Non-IID, drift & heterogeneity

s k e w e d  l a b e l s / f e a t u r e s  d o m a i n  s h i f t s  r o b u s t  m e t r i c s

Personalization strategies

f i n e - t u n i n g / p a r t i a l  l a y e r s  m e t a - l e a r n i n g  m u l t i - t a s k

h e a d s
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Privacy Tech: DP, Secure Agg, HE/MPC

Differential Privacy (DP) in training

D P - S G D  /  c l i p p i n g  &  n o i s e  ε ,  δ  &  p r i v a c y  b u d g e t s

u t i l i t y  t r a d e - o f f s

Secure aggregation & encryption

s e c u r e  a g g  p r o t o c o l s  h o m o m o r p h i c  e n c r y p t i o n  M P C

b a s i c s

Governance & compliance aware design*

c o n s e n t  &  a u d i t  l o g s  d a t a  m i n i m i z a t i o n  H I P A A / G D P R

c o n t e x t

http://www.nthrys.com
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*This training is educational and not legal advice.
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Mini Capstone: Secure FL Pipeline

Orchestrate an end-to-end FL experiment (cross-silo)

T h e o r y  +  P r a c t i c a l

Add privacy & security layers

D P - S G D  s e c u r e  a g g r e g a t i o n  e n c r y p t i o n  k e y s

Deliverables: code, privacy report & model card

n o t e b o o k / s c r i p t  ε  a c c o u n t i n g  P D F / H T M L

http://www.nthrys.com

