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Design and operate federated learning workflows for biomedical and omics projects where data
stays at source. This module covers federated learning architectures, privacy risks, secure
aggregation, basic differential privacy and governance patterns for multi site collaborations in R
and Python ecosystems.
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Federated Learning Concepts & Architectures

Why federated learning for health and omics

d a t a  l o c a l i t y  a n d  r e g u l a t o r y  c o n s t r a i n t s  m u l t i

h o s p i t a l  a n d  m u l t i  l a b  c o l l a b o r a t i o n s  c o m p a r i s o n

w i t h  c e n t r a l i s e d  t r a i n i n g

Core FL architectures and workflows

c r o s s  s i l o  v s  c r o s s  d e v i c e  F L  s e r v e r  c l i e n t
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o r c h e s t r a t i o n  l o o p s  f e d e r a t e d  a v e r a g i n g  i d e a

( F e d A v g  s t y l e )

System design considerations for FL projects

n e t w o r k  c o n s t r a i n t s  a n d  u p d a t e  c a d e n c e  c l i e n t

d r o p o u t s  a n d  r o b u s t n e s s  l o g g i n g  a n d  m o n i t o r i n g  a t

s i t e s
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Privacy Threats, Secure Aggregation & DP Basics

Threat models in federated learning

g r a d i e n t  l e a k a g e  i n t u i t i o n  m e m b e r s h i p  i n f e r e n c e

a t t a c k s  o v e r v i e w  h o n e s t  b u t  c u r i o u s  s e r v e r

p e r s p e c t i v e

Secure aggregation building blocks

m a s k i n g  a n d  p a i r w i s e  s e c r e t s  i d e a  a g g r e g a t e  w i t h o u t

s e e i n g  i n d i v i d u a l  u p d a t e s  r o b u s t n e s s  t o  c l i e n t  d r o p

o u t  i n  a g g r e g a t i o n

Differential privacy (DP) intuition for FL

e p s i l o n ,  d e l t a  a n d  s e n s i t i v i t y  i d e a s  n o i s e  a d d i t i o n  t o

g r a d i e n t s  o r  u p d a t e s  u t i l i t y  v s  p r i v a c y  t r a d e o f f

t h i n k i n g
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FL for Omics & Clinical Data, Non IID Handling

Data heterogeneity in real FL deployments

n o n  I I D  f e a t u r e  a n d  l a b e l  d i s t r i b u t i o n s  s i t e  s p e c i f i c

p r o t o c o l s  a n d  i n s t r u m e n t s  c l a s s  i m b a l a n c e  a c r o s s

h o s p i t a l s
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Algorithmic tweaks for non IID data

r e  w e i g h t i n g  a n d  p e r  s i t e  l e a r n i n g  r a t e s  p e r s o n a l i s e d

m o d e l s  v s  s i n g l e  g l o b a l  m o d e l  s i m p l e  F e d P r o x  s t y l e

r e g u l a r i s a t i o n  i d e a

Case examples with omics and clinical features

f e d e r a t e d  r i s k  p r e d i c t i o n  u s i n g  E H R  c o v a r i a t e s

d i s t r i b u t e d  o m i c s  s i g n a t u r e s  a c r o s s  l a b s  c o n s t r a i n t s

o n  f e a t u r e  s h a r i n g  a n d  h a r m o n i s a t i o n
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Evaluation, Governance & Deployment Patterns

Evaluating FL models fairly across sites

s i t e  w i s e  v s  p o o l e d  m e t r i c s  c a l i b r a t i o n  a n d  f a i r n e s s

p e r  c o h o r t  c o m m u n i c a t i o n  a n d  c o m p u t e  c o s t  t r a c k i n g

Governance, agreements and audit trails

r o l e s  o f  c o o r d i n a t i n g  a n d  p a r t i c i p a t i n g  s i t e s  l o g g i n g

m o d e l  u p d a t e s  a n d  v e r s i o n s  a l i g n m e n t  w i t h  e t h i c s

a n d  d a t a  p r i v a c y  b o a r d s

Deliverables: FL pilot design and report pack

a r c h i t e c t u r e  d i a g r a m  a n d  p r o t o c o l  o u t l i n e  R  o r

P y t h o n  p r o t o t y p e  s c r i p t s  f o r  F L  l o o p  r i s k  a n d

m i t i g a t i o n  s u m m a r y  f o r  s t a k e h o l d e r s
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